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1. Purpose of ARC : 
With the recent advancements of wireless communication, wireless sensors have become an essential component in data collection and tracking applications. Internet of Things (IoT) has gained significant interest due to its wide range of applications, by the integration of smart devices for large amount of data transmission on the tracking and surveillance applications. IoT enabled WSN is applicable to several scenarios such as industrial monitoring, agriculture, and transportation. In this regard, security is a challenging issue for transmitting the packets towards big data repositories in assuring effective energy consumption. The classical security solutions namely encryption and protocol design are not feasible to guarantee reliability and safety in current wireless networks. Therefore, blockchain, as a game changer is designed for highly secure and effective digital society. 

2. Objective of ARC :
1.  Defining privacy and security in blockchain based wireless networks. 
2. Focusing on the design of Blockchain Assisted Clustering with Mutlihop Routing Protocol (BAC-MRPP) for secured IoT-WSN. 
3. Aims to derive a shared memory scheme using Blockchain technology and determine optimal paths to destination in clustered IoT based WSN. 
3. Description on Proposed Research :

1. The BAC-MRPP technique primarily executes the chameleon swarm optimization (CSO) algorithm to choose the CHs from the available set of nodes. Then, the oppositional sand piper optimization (SPO) based routing approach is employed to attain an optimum set of routes to BS. 
2. At the same time, the SPO based routing technique utilizes Blockchain technology to avail shared memory among the nodes in the network. During route selection process, the transactions are saved in the blockchain with an intention of sharing the status of the network in real-time environment.
3. At the initial stage, the nodes are randomly placed in the network. Then, the CSO technique is applied to select CHs and construct the clusters.The CSO based clustering method is derived with the presence of four fitness parameters as residual energy, node density, distance to neighbors, and distance from CH to BS.Next to the CH selection and cluster construction process, the HOA gets executed to carry out the route selection process. 
4. The SPO based routing technique utilizes Blockchain technology to avail shared memory among the nodes in the network.A blockchain includes a collection of blocks. Each block has 4 sections: hash value of the prior block, data about the transactions (ethereum, bitcoin), the timestamp, and current block.
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Figure 1: Architectural Model
4. Expected Outcome :
1.  The anticipated model for IoT assisted WSN is to accomplish energy efficiency and security in clustered data transmission in the network. 
2. This model helps to enhance the inter-cluster communication over the network environment with diverse privacy providing factors, enhances the network lifetime, and packet delivery ratio.
3. It spends lower amount of energy and balance the load by grouping the IoT devices effectively. It minimizes the quantity of energy consumption in order to construct clusters. 
4. It is considered as an effective solution of sharing information amongst the IoT devices. Since the low power sensors carry low computation capabilities, a little amount of battery power, and smaller memory sizes, the proposed model requires low complexity and storage area.
5. The proposed model offers the significant functionalities which gather, monitor, and examine the data in reinforcing the real time emergency monitoring system. 
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